Bielsko-Biata, 18 December 2025

MDM NT sp. zo.o.

ul. Bestwinska 143

43-346 Bielsko-Biata

KRS: 0000354101 | NIP: 5482614481 | REGON: 241562837

NOTIFICATION OF A PERSONAL DATA BREACH
Dear Sir/Madam,

MDM NT sp. z o.0., with its registered office in Bielsko-Biata (hereinafter: the
“Controller”), acting pursuant to Article 34 of the GDPR, hereby informs you of a
cybersecurity incident of 16 December 2025, which may have resulted in unauthorised
access to certain personal data processed in the Controller’s systems.

Nature of the personal data breach

On 16 December 2025, the Controller detected an incident involving unauthorised
access to part of the IT environment and the deployment of ransomware, which caused
the unavailability of certain systems. A forensic investigation is underway to determine
the course of events and the scope of potential access to data. At this stage, we have no
confirmation that the data has been made public; however, due to the nature of the
attack, it cannot be ruled out that an unauthorised person gained access to personal data
processed in the systems affected by the incident.

The incident may have concerned the data of contact persons on the side of
clients/contractors, in particular: first and last name, business contact details, company
name, position/function, and datarelating to the business relationship. The scope of data
may vary depending on the relationship and the history of cooperation.

Description of the possible consequences of the personal data breach

Potential consequences may primarily include: impersonation attempts (phishing),
attempts at fraud or inducing specific actions (e.g. clicking a link or opening an
attachment), as well as attempted scams related to settlements (e.g. fraudulent requests
to change a bank account number or invoicing details).

Description of measures taken by the Controller to minimise potential effects

After detecting the incident, the Controller immediately took measures to limit its
effects, with the involvement of external specialists, including isolating the affected
resources, securing available logs and evidence, and conducting a forensic investigation.
The Controller has made (or is promptly making) the required notifications to the
competent entities, including CERT Poland and—through the appropriate channels—the



President of the Personal Data Protection Office (UODO) and law enforcement
authorities.

Description of measures recommended to you to minimise potential negative
consequences

We recommend in particular:

e exercising caution with unusual messages/emails/phone calls, especially those
containing links, QR codes or attachments,

e verifying requests to provide information or make payments—by calling back or
replying using a known, previously used telephone number/email address,

e exercising particular caution with requests to change a bank account number or
settlement/billing details (verification via another channel).

Contact details for obtaining additional information

If you have any questions or would like to provide additional information in connection
with this incident, please contact:

MDM NT sp. zo.o.

ul. Bestwinska 143

43-346 Bielsko-Biata

e-mail (Data Protection Officer): iod@mdmnt.com

We assure you that we have taken all necessary measures to prevent similar incidents in
the future.

This notification has been prepared in accordance with the requirements of the EU
General Data Protection Regulation (GDPR).

Yours faithfully,
MDM NT sp. zo.o.



